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PURPOSE

The purpose of this document is to assist users with setting up a Passkey with the Microsoft
Authenticator Using an Android device and the Flank Speed Self-Service Remote Apps

PREREQUISITES
e Bluetooth enabled Android device

e Bluetooth Enabled Windows Device
e Authenticator set as default for Passkey creation
o IMPORTANT: If this pre-requisite is not met, the passkey creation will fail andthe passkey
that was created in the application, other that the Microsoft Authenticator app, will need
to be deleted to successfully create the passkey.
e Set up Nautilus Flank Speed Self Service (Remote App)

STEPS to SETUP PASSKEY

Step 1. Open the Remote Desktop Client or the Azure VirtualDesktopyPreview App.

Step 2. Choose Multifactor Authentication Remote App and sign in with the Flank Speed Email and
credentials of choice

v Flank Speed Self-Service (US Gov Virginia) - CAC Enforced

-4 ;

DoD ICAM Log Off Mult: Factor NESD
Passwor... Authentic... Support



https://flankspeed.sharepoint-mil.us/:b:/s/Flank_Speed_Hub/EVi3H_S5Yz9NhaOop94tb-cBmswBuRsez4UVnDtrmc1cWQ?e=HKwv6r
https://flankspeed.sharepoint-mil.us.mcas-gov.us/sites/Flank_Speed_Hub/NNWC%20Files/Forms/AllItems.aspx?isAscending=false&sortField=Modified&id=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs%2FSOP%5FFS%5FEnable%5FBluetooth%5FWin11%2Epdf&viewid=89a655c2%2D0535%2D4abd%2Da22b%2D0e5bea176417&parent=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs
https://flankspeed.sharepoint-mil.us.mcas-gov.us/sites/Flank_Speed_Hub/NNWC%20Files/Forms/AllItems.aspx?isAscending=false&sortField=Modified&id=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs%2FSOP%5FFS%5FSetting%5FAuthenticator%5FDefault%5FAndroid%5FDevices%2Epdf&viewid=89a655c2%2D0535%2D4abd%2Da22b%2D0e5bea176417&parent=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs
https://flankspeed.sharepoint-mil.us.mcas-gov.us/sites/Flank_Speed_Hub/NNWC%20Files/Forms/AllItems.aspx?isAscending=false&sortField=Modified&id=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs%2FSOP%5FFS%5FSetting%5FAuthenticator%5FDefault%5FAndroid%5FDevices%2Epdf&viewid=89a655c2%2D0535%2D4abd%2Da22b%2D0e5bea176417&parent=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs
https://flankspeed.sharepoint-mil.us/:b:/s/Flank_Speed_Hub/EaHoLNaCBpFApvpolb6Lh0IBPrIeVi1I8ceuFXutKUPEag?e=WdV5lP
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Step 3. There will be an in-private browser that opens. Type in the Flank Speed email and click “Next” to
authenticate with a method of choice.

BE Microsoft
Sign in

user.name@us.navy.mil

Q} Sign-in options

Step 4. IMPORTANT: To proceed with passkey creation, please ensure that there are no more than four
sign-in methods set up for the account. There'is a limit of fiverdifferent sign-in methods that can be set
up for each account. If five sign-in methods hayve.already®been chosen, one of them will need to be
deleted in order to continue with passkey creation bysselecting “delete” to the right of the method that
needs to be deleted.

If four or fewer sign-in methods areilisted, proceed by selecting the "Add sign-in method" option.
Choose “Add sign-in method.”

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in meathod when most advisable is unavailable: Microsoft Authenticator - notification Change

+ Add sign-in method

s ated:
[=] Password he,'T -:)d:.’h:u Change

@ Microsoft Authenticator

: g Phone XR Delete
Push multi-factor authentication (MFA) = -
Microsoft Authenticator . -
@ osatt thentica R, Phone 12 min Delete
Push multi-factor authentication (MFA)
E'él Temporary access pass Expires 11/5/2024, 3.04:44 PM Delete

Lost device? Sign out everywhere
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Step 5. Choose “Passkey in Microsoft Authenticator” and click “Add.”

Add a sign-in method X

(] Passkey in Microsoft Authenticator
9 Sign in with your face, fingerprint, PIN

ﬂ Security key
Sign in using a USE, Bluetooth, or NFC device

@ Microsoft Authenticator x
Approve sign-in requests or use one-time codes

Step 6. Click “Having trouble?”

Create your passkey in Microsoft Authenticator X
A passkey lets you sign in more easily and securely with your face, fingerprint. or PIN,

Make sure your device has at least Android 14 or iOS 17, and that Authenticator is updated to
the latest version.

Need to add ¢ Add it now
Having trouble? Back Mot

Step 7. Click “ different way.”

Having Trouble? X

If you can't sign in to Authenticator, you can try again on a device with Bluetooth. You can then
Icreate your passkey a different wayIJsmg your browser and mobile device,

For more information, go to our support page. If you still need help, contact your admin,

‘ Close ’
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Step 8. Click “Android.”

Which device do you want to use? X

i I i Android

Passkeys require at least Android 14

2 iPhone or iPad
' Passkeys require at least iOS 17 or iPad OS 17

<

Step 9. IMPORTANT: Make sure the steps in the below pict e enMd to enable Microsoft
Authenticator as passkey provider FIRST then Click “Continue.”

Step 10.

Step 1 of 3 X
Turn on Microsoft Authenticator as a passkey provider

1. On your Android device, open Settings
2. Search for Passkeys or Passwords and accounts
3. Turn on Authenticator as a passkey provider

4. Once done, come back here.

Having trouble? ‘ Back

Step 2 of 3
Get your devices ready

Make sure Bluetooth is on for both devices. When you're ready, a new browser
window will open with the following steps:

* Select iPhone, iPad or Android device,

® Scan the QR code to connect your mobile device.
* Choose Save another way.

* Save your passkey in Authenticator.

Having trouble? Back

| )



https://flankspeed.sharepoint-mil.us/sites/Flank_Speed_Hub/NNWC%20Files/Forms/AllItems.aspx?id=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs%2FSOP%5FFS%5FSetting%5FAuthenticator%5FDefault%5FAndroid%5FDevices%2Epdf&parent=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs
https://flankspeed.sharepoint-mil.us/sites/Flank_Speed_Hub/NNWC%20Files/Forms/AllItems.aspx?id=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs%2FSOP%5FFS%5FSetting%5FAuthenticator%5FDefault%5FAndroid%5FDevices%2Epdf&parent=%2Fsites%2FFlank%5FSpeed%5FHub%2FNNWC%20Files%2FGeneral%2FUserDocs
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Step 11. Select “iPhone, iPad, or Android device.”

== Windows Security

Choose where to save this passkey

olo) iPhone, iPad, or Android device
@x

More choices

| gg iPhone, iPad, or Android device

ﬂ Security key

Cancel

Step 12. A QR code will appear, switch to the mobile devices

% Windows Security

iPhone, iPad, or Android device

Scan this QR code to save a passkey for “|ogin.microsoftonline.us”
on your device.

This request comes from the app "Msrdew” by “Microsoft
Corporation”.

Cancel

Step 13. Open the Authenticator App on the Android device.

Page | 6
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Step 14. Select the QR code Icon in the lower right corner of the screen and scan code.

= Authenticator Q +

Step 15. Scan the QR code on the computér using the mobile,device

Scan QR code

O —————

Prane Ped o Andevid Svene

P e e e VL
ws memesbu are

Tt S Re e Sesegn e b Ve
Ce—

Your account provider will display a QR code

Or enter code manually




Setting a Passkey with MFA Remote App (Android)  Page|8
A

Step 16. Click settings.

151 e @ B B =4 85%8

Authenticator

Allow Authenticator to use
passkeys

Open Settings and go to Passwords &
accounts

Turn on Authenticator as a passkey
provider

© OO

Come back here to continue

Done Settings }

Step 17. In the Additional providers §ection, ensuretAuthenticator is selected.

Passwords & accounts

Passwords, passkeys, and data SeIVices

Google

Additional providers

@ Authenticator
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Step 18. If successful, the Authenticator app will show a similar screen

1:54 a0 @B R =5 BA% @

Authenticator

Allow Authenticator to use
passkeys

Open Settings and go to Passwords &
accounts

Turn on Authenticator as a passkey
provider

Come back here to continue

D””“ m

Step 19. Back on the computeryclick “OK.”

== Windows Security

Passkey saved

You can now use your device to sign in to
"login.microsoftonline.us”.

Cancel
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Step 20. Name the passkey a unique name and click “Next.”

Step3of3 W
Let's name your passkey

Grve your aJSLKn 4 namg 1o help ﬂlﬂll"lguliﬂ it from others you I'l"l'gh't have added.

| . [ramoner |
L — Ex
\¢

Step 21. The passkey has successfully been setup.

Passkey created X

You can now sign in more easily and securely with your new passkey. Your passkey is
called:

How t0 use your passkey to sign in

END OF PROCESS k 3

= =
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REFERENCE
LINKS
*This Document is for reference only. For the most recent version, please visit the following link*

SOP FS Setting passkey Android device Remote App.pdf



https://flankspeed.sharepoint-mil.us/:b:/s/Flank_Speed_Hub/EXaew6ivSx9PiNYKujzQtoMBoLBgz0LzX4KDMu675i1U2A?e=QRx7vD




