Topic Doc - Auto Debit Setup Navy - Centers

Prior to Navy CYP programs / centers offering this convenient payment method to patrons,
certain device settings and configurations must be in place in CYMS. Those steps can be found
in Topic Doc - Auto Debit Setup Navy - Admin. If you are in doubt as to whether these steps
have been performed call VSI immediately.

Once CYMS is properly configured you can easily, in about two minutes, get the patron set-up
for recurring credit card payments. You will hear the term “Auto-debit” commonly used to
describe Recurring Credit Card Payments.

Please be clear that you are offering patrons the option to have their Visa, MasterCard,
American Express, or Discover card (or their bank check/debit card emblazoned with the Visa or
MasterCard logo) charged on a recurring basis.

This document covers the how-to on processes, monitoring and updates, and FAQs.

Auto-debit Processes & Procedures
1. Obtaining Sponsor Authorization
2. Setting Up Patron CDC/SAC Bills for Credit Card Auto-Debit
3. Checking for Expired Credit Cards (Before You Run Billing)
4. Running Installment Billing to Include Auto-debit Patrons

Ongoing Maintenance & Updating Credit Card Information
1. How to Monitor — Installment Billing Log / Transaction History
2. Updating Credit Card Information
3. Cancelling Credit Card Auto-Debit

FAQs & Contact Information for Assistance

. Auto-debit Processes & Procedures

1. Obtaining Sponsor Authorization
Customers wishing to initiate Auto-debit will be required to complete the Navy standard
Credit Card Recurring Payment Authorization Form (Auth_Form-RecurringPayment--
CC_variable.doc). This formal Agreement is an approved standard Navy format that will be

used at all bases.

NOTE: Local changes/adaptations to this Agreement/Form are not authorized.
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The completed form will contain sensitive information such as card holder name, partial
card number (last four digits only), expiration date, type of card and signature. Please
handle this sensitive document according to Navy policies and procedures.

Clerks and managers at each location will need this completed form and the credit card in
hand prior to set-up of Auto-debit in CYMS.

2. Setting Up Patron CDC/SAC Bills for Credit Card Auto-Debit

Once you have a completed Credit Card Recurring Payment Authorization Form, do the
following:

PLEASE NOTE: The workstation that you link the credit card information from MUST be
connected to an MX830 Credit Card Terminal.

PLEASE NOTE: The steps below can only be done at CDC 1 for CDC 1’s program bills, at CDC
2 for CDC 2’s program bills, or at SAC 1 for SAC 1’s program bills, etc. A clerk at CDC 1 cannot
set up Auto-debit for any other center’s bill except their own. Each center may only set-up
auto-debits for their own program.

a) From a workstation connected to an MX830, go to Files > Global 2 HH Installment
Billing Update

b) Look up the household account you wish to update and select it.

c) Highlight the Class you would like to set up for credit card auto-debit and click the
Change Bill button at the bottom of the screen.

Messier Household -- List of Current Installment Bills

todule {ID Description Marme Bill Type Pretioted [Biling Date Fange Ingt Tren =
AR S00000-01 1317-Belugas FD INF Liam Inst Bill No 111 -11/mA8 16,44
AR S00007-01 1374 FD [PT1-4) Sara Inst Bill No 1101 -11/mA8 1648
AR 920 44.01 Tiger Cubw//v/0 Sara Inst Bill No 12/01/11 -11/1A16 1E.4¢

[P N N [N N U [N (NN N N NN NN N N N NN N W W

Daycaie Bils & Show ¢ Hide

EBulk Biling Payment Info Update Eulk Section Eilling Update |
addBil | | ChaneEil Delste Bil 2¢ Name Lookup | Exit

d) The following screen will appear:
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Billing Schedule For Junior: 900000-01

Bill At 1=
Bill=d
11/15/2011 |Unbilled 107.00 0.00 50.00 57.00
12/01/2011 |Unbilled 107.00 0.00 51.00 5E.00 =
12/15/2011 |Unbilled 107.00 0.00 51.00 5E.00
01/01/2012 |Unbilled 107.00 0.00 0.0o0 107.00
01/15/2012 |Unbilled 107.00 0.00 0.0o 107.00
02/01/2012 |Unbilled 107.00 0.00 000 107.00
02/15/2012 |Unbilled 107.00 0.00 0.00 107.00
03/01/2012 |Unbilled 107.00 0.00 0.00 107.00
03/15/2012 |Unbilled 107.00 0.00 0.0o0 107.00
04/01/2012 |Unbilled 107.00 0.00 0.0o 107.00
04/15/2012 |Unbilled 107.00 0.00 000 107.00
05/01/2012 |Unbilled 107.00 0.00 0.00 107.00
05/15/2012 |Unbilled 107.00 0.00 0.00 107.00
0E/01/2012 |Unbilled 107.00 0.00 0.0o0 107.00
06/15/2012 |Unbilled 107.00 0.00 0.0o 107.00
07/01/2012 |Unbilled 107.00 0.00 000 107.00
07/15/2012 |Unbilled 107.00 0.00 0.00 107.00 hd
“ou Have Maore Than 100 Bills.
Mumber of Bill: and Total Amount Wil Mot be Caleulated
I Llick Here To Set Up Auto-Debiting I Household Payment History
Add Line Item I LChange Line Item I Delete Line ltem | Start Ower I

e) Click “Click Here To Set Up Auto-Debiting”

f) Inthe top block, change the “Auto-Debit Payment Method” to Credit Card.

Auto-Debit Setup

Auto-Debit Payrment kethod:

" Banking Mo Auto-Debit - Installment Billing Only
Get/Add Bank nfo Get/Add Credit Card Info
Auto-Debit Routing # Card number
Auto-Debit Account H Card Brand
[rescription Description
LClear Bank [hfa Clear Credit Card Info
™ PreNoted
ok | Lancel |

g) Inthe middle right hand block, select “Get/Add Credit Card Info”
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Stored Credit Cand ndo for Hessier |

Card Brand Jcard Nurriber |ExpDate|Descrption .

h) Upon entry to the Get/Add Credit Card Info screen, click “Add” to add the card.

a. If there is existing card information listed in the browser, there is no way to
know if the card that is listed was added using the correct credit card and re-
direct device or if it is valid for another center (CDC 2 or SA for example). You
must leave the existing information alone.

i) At this point the MX830 will be activated.

If taking this info over the phone:
e Manually enter the credit card number and press the Green Enter Key on the
MX830.
e The MX830 will then ask for the Card Expiration.
e Enter the card expiration and press the Green Enter key.
e You will be returned to the Auto-debit Setup screen with the masked credit card
information displayed.

If the customer is present with their card in hand, press the red X on the MX830 and
proceed to swipe the card.
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Auto-Debit Setup

Auto-Debit Payment bethod:
() Banking (%) Credit Card () Mo Awta-Dehit - Installment Billing Only

I Get/tdd Credit Card [nfo I
Auto-Debit Bouting # Card number #1111
Auto-Debit Account # Card Brand ¥l
[rezcription Descrption  Yiza

[ Clear Credit Card Info
[]PreMated

Ok ] [ Lancel ]

j) Click OK and then Exit. You have now completed the auto-debit setup.

k) Repeat the above steps for any other enrollments or bills the patron wishes to set up for
Auto-debit. In the case of summer camp (and assuming weekly billing), you would need
to do this process multiple times — once for each week of camp.

3. Checking For Expired Credit Cards (Before You Run Billing)

Before you run billing, it is recommended that you run the Installment Billing Report at least
once a month to proactively find customers whose credit card is about to expire. For instance,
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in January you might want to see cards that are set to expire in February. This gives you time to
contact the customer, and update their Auto-debit information.

Note: For this report to work, the person running this report must have the “View
Credit Card Information” toggle turned on in their user ID profile under security
maintenance (Files 2 System = User/Menus Maintenance > Security Maintenance).
They will not be able to see full credit card information (only a mask is stored in the

database).
D C¥5 Pazzword
Menu Group To Uze MGR1 1
GolfTrac Course Mumber I

1 Cv5 User

| Allows Menu Editing

/| dllowe Quick FOS HAH

| Allowe Inventory/' Ticket Updates

| Allow Uzer Ta Pop Cazh Drawer

Fingerprint Logor....

Mame CrS MASTER LISER [MIGR e
WWin Logon
Login Time Period 00001 Through  23:59

[Drate That Pagsword Lazt Changed 0370672011

Uzer Currently Locked Out
User Email Address

o Wiew CAC Info

Check, for Yalid Pass during
Quick Rentals?

FingerPrint

Hide Family bember #Fefs
o Allow Instructor Access

| Hide Hougehold IDe

L et ||

Done | [ Cancel |

To run the Installment Billing Report:

e Go to Files = Global = Global Financial Reports = Installment Billing Reports

- Installment Billing Report

e Select only “Include Credit Card Billings”

e Select which Modules to include: Activity, Pass, Rental and/or Locker
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Installment Billing Report

Houzehaold Add Entries I Llear Entries I Eeginning Mame
Last Mame =1 [First Hame =2 |Primary Address - _I
Ending Mame

{+ Range And Browser  Browser Only

I Include Reqular Instalment Bilings
™ Include Auto Debit ACH Bilings
v Include Credit Card Bilings

¥ Include &ctivity
¥ Include Pass

¥ Include Rental
¥ Include Locker

« L T T T T T T T T 1T 7 1T 1T ° 1 1T 1 1T 7 171

N

Print Details = Last Settings I Default Settings Templates E it

e C(lick “Details”
¢ In the Beginning Activity/Ending Activity enter your program range.

e Inthe bottom left block, check “Only Include C’Cards Expiring On/Before” and
enter a Month and Year for CC expiration date. (For example in January 2011
you might want to see whose card is expiring in Feb 2011),

e Also check “Print Credit Card Info” and Print Home Phone

Instaliment Billing Report - Details

Beg Acty [Glt 1317 Belugas FD INF BeaFentsl IR ? “idcard Selestion
End Aty I 1317-E FD [PT1 A) End Rental | 1 wildeard Selection
wideard [ [ [.3. w3 @ Pos)

¥ Include Summarized Daycare Bills Beg Lt Rm _I Wwildcard Selection

End LK im [l 1 ‘wildcard Selection

Beg Pazz Type -I Wildcard Selection

EndPass Type [l t ‘Widcard Selection Expired Bill Option 1+ Exchude Expired Bill

¥ Include Expired Memberships? " Include E spired Bills
i~ Include Expired Bills DMLY

v Dnly Incl C'Cards Expiting On/Before Ml IEW W

Prirt O pticns Sart By " HHID
™ Only Inc! Bills Expiring On/Before Mk 12 ¥ 11 & HH Mame
I~ | Brinit: Future Due Ord&fer Bil Date JRE  Member Name
¥ Prirt Credit Card Info ™ Prirt Email Address
™ Prirt Bark Account Info ™ Prirt Househald Address ¥ PFrint Home Phorne?
[ Print Tatal Current Fee [~ Skip Line Between Records I Print Member and Primary Mame

[~ Print CYMS DOD Income Category

Print Templates << Back E it
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e Use the other filters as necessary. The report will print the sponsor’s name,
masked card number, expiration date and home phone.

4. Running installment Billing to Include Auto-debit Patrons

PLEASE NOTE - It is critical to understand the following:

- Billing MUST be run from a workstation physically connected to a working MX830.

- Each €DC must run their own billing while logged in as their own Billing User.

- Each SA site must run their own billing while logged in as their own Billing User.

- Each Youth Center must run their own billing while logged in as their own Billing User.

- Each individual Billing User must be linked to the center appropriate Credit Card device
and center appropriate CC Redirect device.

- One person cannot run billing for the entire base or for the entire region unless they are
doing so by logging in with site specific billing users connected to site specific credit card
devices and redirect devices.)

1. While linked to a working MX830 or while logged in as a Citrix user (because billing is
run on the appserver backend) and logged into CYMS as the center appropriate billing
user, go to Period End = Global = Global Auto DR/Install Billing

2. All Billing steps are identical to what you have been doing except that now you will also
need to select Debit Credit Cards option AND isolate your center’s Activity Range. You
cannot run billing with one user for the entire region.

CYMS Installment Billing

Houzehald Add Entries I LClear Entries I Instaliment Billing O ptions:

Last Mame &1 |Firsl Narme 2 |P|ima|_u Address |F — IV Process Installment Bil: [V Debit Credit Cards
I Fost Date 1240172011
: Pay User mi
: of]
Begin Mame Prt Pause |1|_

End Mame " Joumal Only @ Process and Joumal © Process Oy

+ Hange And Browser  Browser Only

Beg Acte/Sec (I I 13 7-Belugas FD It
End Ach/Sec [ENINT [t 13:176r0 P14
Wildcard | |

['..3." Gete Codes w/3 @ PosHd)

Process I Exit I

3. If you have further questions regarding the billing process, please refer to CTG 20 or 20a
or contact VSI for assistance.

Ongoing Maintenance & Updating Credit Card Information
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1. How to Monitor Auto-debit Using the Installment Billing Log & Transaction History
Below are some examples of what the credit card auto-debit will look like on the Installment
Billing Log as well as in a patron’s Transaction History.

Installment Billing Log:

=) Installment Billing Log {20811 1008 User: CYS
iy
Page: 10f1
Mamit HH ID Receiptd  Mod  Description Type New Fees  Cred Used  AmoPay  Bill Amt  HH Prev Bal
Messier Jorn o1 174564 AR S00000-01 - 1317-8¢ [Cfuse 107.00 000 5100 10700 5600
Messier John 91 174565 AR B00000-01 -= 1317-Be BN 107.00 000 000 10700 58.00
Totals 21400 00 5100 21400

TOTAL RECORDS INCLUDED IN SELECTED RANGE: 2

Total Non-Pranoted Emrors:
Total Missing CCIACH infa Erars:

Total Checking Savings Aufo-Debit ] Amgunt 50.00
otal Ansipaled Crecd Land Aulc-Uebet 1 Al *20. L
'otal Approved Credit Card Auto-Dabit 1 Amgunt $56.00

Fotal Reecied Crest Card Auto-Dett: 0 At 50,00
otal Instalment Eils: 1 Amaunl #0000
Total AutoPayments: 1 Amgunt S$51.00

Total Billcode Lével Efmors: o

o
o

ICREDIT CARD DECLINES
[There were no Cradit Card dechines.

Each credit card auto-debit will show with a Type of “CC.” Regular installment bills will
continue to show as type “Bill.” In the above Screen shot the Auto-debit patron is also receiving
an Auto Pay — which could be an agency co-pay, etc.

You will find a Total Anticipated, Total Approved and Total Rejected Credit Card section at the
bottom. The Total Approved amount should equal your Credit Card total for the Billing User.

Pay special attention to the Credit Card Declines section. This will alert you of any credit cards
that declined whether it is a result of an expired card or insufficient funds. If a credit card does
decline, CYMS will process the bill as a regular installment bill and assess the fee to the
household as an outstanding balance due.

Patrons listed in this section of the billing log should be contacted immediately to notify them
that their recurring payment was declined. Establish local procedures for who will contact
patrons, how (phone, email, other), and when (NLT XX hours/days after billing).

Transaction History:
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Messier - Transachion History

Tin Date | Ten #l Tin Type |F|c:pt Numbl Tranzaction Description and Detai\sl EBeqin Ball et Feel Paid AmtlEnd Bal | Fee Amtl ;I
12/06/2011 823188 Pt 174565 System 515.00- 0.o0 1000 525.00- 0.o0
12/06/2011 824565 Cr Added 174565 Actv# 300003:05 30.00 0.o0 0.00 0.o0
12/06/2011 824557 Cr Added 174565 Actv# 300003:05 30.00 0.o0 0.00 0.o0
12/06/2011 824568 Cr Added 174555 Actv# 900007:01 30.00 0.o0 0.00 0.o0
12/06/2011 824555 Canc 174555 Actv# 900003-05 [Sara) 348.00-  167.00- 000 515.00- 167.00-
12/06/2011 824557 Canc 174555 Actv# 900003-05 [Junior] 3000 189.00- 000 153.00- 183.00-
12/06/2011 824558 Canc 174555 Actv# 300007-01 [Junior] 153.00-  183.00- 000 343.00- 183.00-
12/06/2011 824534 Canc 174555 Actvl 31005501 [Junior] 348.00- 0.o0 000 343.00- 0.o0
12/06/2011 824535 Vigit Pt 174565 System 525.00- 0.o0 1300 544.00- 0.o0
12/06/2011 824632 Cr Used 174565 Cr Bal Used For Prat 30.00 0.o0 0.00 0.o0
12/06/2011 O Fifd Now 174555 Refund 544.00- 0.o0 515.00-  29.00- 0.o0
12/06/2011 824554 Cr Added 174556 ActvH 910025:01 0.o0 0.o0 0.00 0.o0
12/06/2011 824554 Canc 174556 Actvl 31002501 [Sara) 0.oo0 34.00- 000, 34.00- 34.00-
12/06/2011 O Fifd Now 174556 Refund 34.00- 0.o0 34.00- 000 0.o0
12/07/201 024832 Fee 174553 Actv# 920100-03 [E] [urior) 0.o0 20.00 000 2000 20.00
12/07/201 824833 Fee 174563 Actv# 92010003 [E] [Sara) 20.00 18.00 000 3800 20.00
12/07/2011 024534 Fee 174553 Actvi# 920100-05 [E] [K.ara) 38.00 20.00 0.00 5300 20.00
12/08/2011 824552 |Bil Fee 174564 Actvl 300000-01 - Bill 58.00  107.00 000 16500 107.00
12/08/2011 224562 Pt 174564 ACS 165.00 0.00 2000 136.00 0.00

12/08/2 824552 Pt 174564 AFC-20% 1300 000 2100 11400 0.00

17456dVisa(See /) | 11400[  0.00] 5600

12/08/2011) 624553 Bil Fee 174585 Actvit 90000001 - Bil 8800 107.00 000 165.00 mmu_lj
3

Transaction history will display a billed item followed by a credit card payment — notice it is the
same Receipt #. In the above screen shot you can also see this child’s Auto Payments that were
made during the billing process.

You can match the payment with the item it paid by using the Transaction Number that is
assigned to it.

2. Updating Credit Card Information

Important: The steps below can only be done at CDC 1 for CDC 1’s bills, at CDC 2 for CDC 2’s
bills, etc. A clerk at CDC 1 cannot set up/update Auto-debit information for any other center
except their own.

When updating existing credit card information, you may enter manually or swipe the
physical card.

SAME CARD — NEW EXPIRATION DATE: If a patron’s credit card has simply expired and they
wish to update CYMS with the new expiration date, a new Credit Card Agreement form is not
required. However, we recommend that the initial form be updated with the new expiration
date and initialed by the patron.

DIFFERENT CARD: If a patron wishes to change the actual card number that their Auto-debit is
linked to charge; a new Credit Card Agreement is required. Again, this form will contain
sensitive information (card holder name, partial card number and expiration). The center clerk
or manager will be responsible for updating Auto-debit information in CYMS.

To update credit card information (See Section 2. Setting Up Patron CDC/SAC Bills for Credit
Card Auto-Debit on page 2 for additional screen shots of these steps.):
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From a workstation that is connected to an MX830, go to Files 2 Global = HH Installment
Billing Update

a)

b)

c)
d)

e)

Look up the household account you wish to update and select it.

Highlight the Class/Item you would like to set up for credit card auto-debit and click the
Change Bill button at the bottom of the screen.

Click on “Click Here To Set Up Auto-Debiting” and the next screen will appear.
Select “Get/Add Credit Card Info”

You will be presented with the stored credit card information screen. Realize that you
may see multiple entries for the same credit card number (maybe this family has
another child at another center), but you cannot change them all.

You must find the entry that relates to YOUR center. Remember, if you are a clerk at
CDC 1 you cannot update billing information for CDC 2.

Stored Credit Card Info for Messier x|
Card Brand |Card Number |E><pDaTe|Desorip’rion =
PIVISE el A8 IE s TS O
isa 4137086373 03/14
o | o
Select | Add | Remaove | Edit | LCancel |

To find the entry that relates to YOUR center, use the scroll bar and find the Account ID
field. You will need to be familiar with what Account ID is yours.

The Account ID is a combination of the Site Prefix, Type of Center, Center # and
Merchant Number.

If you are unsure which one relates to YOUR center, DO NOT GUESS or it will cause
billing problems for this household. Call VSI immediately.
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x|
Unigue D |Acooun’r|D |S’rree’r |Zip =
18008 e O ST O
115611 2001777
4 I Ll_l
Select | Add | Bemove | Edit | LCancel |

f) If you are able to find your Account ID, select it and click Remove.

g) Then click Add to add the new card information.

h) This will trigger the MX830 and the patron or clerk will be prompted to manually enter
the patron’s card number on the MX830, HOWEVER, you should not do this. Realize
also that the CYMS screen will have changed telling you to Follow Pin Pad prompts.

i) Instead of manually entering the card number, the Navy requires that you hit the Red X
on the MX830 to be prompted to Swipe the User’s Card. Once you see the message

below, swipe the card accordingly.
If you wait too long the swipe screen will time out and you will see a decline message at
which point you will need to hit Process Sale in CYMS and the Red X on the MX830 to

get to the Please Swipe Your Card message again.
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The Pin Pad Time out setting is located on the Pin Pad device.

j)  Once the credit card information has been entered you will be returned to the Auto-
debit Setup screen with the masked credit card information filled in.

Auto-Debit Setup

Auto-Debit Payment bethod:
() Banking (+) Credit Card () Mo Auto-Debit - Installment Biling Orly

I Get/idd Credit Card Info I
Auto-Debit Bouting # Card number  xss<11171
Auto-Debit Account # Card Brand %l
Descrption Description Yiza

[ Clear Credit Card Info
[ PreMoted

[ 0K ] [ Lancel ]

k) Click OK and Exit, you have now completed the auto-debit setup.
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I) Repeat the above steps for any other enrollments or bills that need updating at THIS
Center. In the case of summer camp (and assuming weekly billing), you would need to
do multiple times — once per week of camp.

3. Cancelling Credit Card Auto-debit
There are two situations where you may cancel credit card auto-debit:

e The patron is leaving the program or returning the item
e The patron no longer wishes to have their credit card auto-debited and would like to go
back to regular installment bills.

a) LEAVING THE PROGRAM OR RETURNING A RENTAL ITEM. If a patron is leaving a
program or returning an item, the act of transferring them to history or cancelling them
from an activity or returning a rental item will automatically ‘cancel’ their billing.

b) STAY IN PROGRAM / KEEP RENTAL ITEM, BUT STOP AUTO-DEBIT. If a patron simply
wants to go back to making their payment manually, here are the steps to cancel their
Auto-Debit. There is no official form for the patron to complete, however, they must
request in writing to stop the Auto-debit. This request should be filed with the original
authorization request form.

1. Go to Files 2 Global = HH Installment Billing Update
2. Look up the household file and select it.

3. Highlight the bill you wish to update and click Change
4. Click on “Click Here to Setup Auto-Debiting”
5

Change the Auto-Debit Payment Method back to “No Auto-Debit-Instaliment Billing
Only.” This will remove the card information.

6. Then click OK and Exit.
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Auto-Debit Setup

Auto-Debit Payment b ethod:
O Banking O Credit Card [@'éH.gﬁu.t.q-@.@hi.t...-..!.n§.ts‘.-.l.lm.@n.t..ﬁ.i!!ing..QnJ:rE ]
Auto-Debit Routing $# Card number
Auto-Debit Account # Card Erand
[rezcription [rescription
] PreMaoted

Ok ] [ Lancel

FAQs & Contact Information for Assistance

» What happens if | have two children in the same household being charged the same
amount on the same credit card and one child is at CDC 1 and the other is at CDC 27?
Realize that CDC 1 would run their billing and CDC 2 would run theirs. Will these
transactions be processed properly or will the second transaction be declined as a
‘duplicate transaction’?

Answer: Both transactions will get processed properly as long as the dupe checker logic
on the merchant is turned off. VS| recommends that the dupe checker logic be turned
off for merchant accounts using installment billing.

» What happens if | have two children in the same household in a Full Day program and
another child in that household in Before and After school all set up for Auto-debit and
all linked to the same card? How many times will the parent’s credit card be charged?

Answer: The card will be charged twice — once when the CDC runs billing and once when
SA runs billing.

» More Questions and/or Concerns? Contact VSI support for help at 877-883-8757 or
support@vermontsystems.com.
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