DoD PKI
Automatic Key Recovery

(520) 538-8133, DSN 312-879-8133, or 866-738-3222,
Netcom-9sc.om-iacacpki.helpdesk@mail.mil
Fort Huachuca, AZ 85613-5300
24 August 2016

Mike Danberry last reviewed on 11 May 2017
http://militarycac.us/questions.htm

The most current version of this guide can be downloaded from:
http://militarycac.us/files/Automatic_Key Recovery New.pdf



mailto:Netcom-9sc.om-iacacpki.helpdesk@mail.mil
http://militarycac.com/questions.htm
http://militarycac.org/files/Automatic_Key_Recovery_New.pdf

A problem in the past with the DoD PKI infrastructure was the inability to
recover Common Access Card (CAC) private encryption keys and certificates
that were either expired or revoked. This becomes necessary when a CAC is
lost and its certificates are revoked or when a CAC and the certificates it
contains expires and is surrendered to DEERS/RAPIDS before the user’s
encrypted emails / files have been decrypted.

An Auto Key Recovery capability has been fielded by DISA to permit holders of
new CACs to retrieve encryption keys / certificates from previous cards to
permit decryption of old email and files.

NOTE: Please know that in April 2014, DISA removed the Certificate recovery
website “white listing,” changing the site to ONLY be available from the
UnClassified Government network. Home users will need to follow instructions
on slide 23 for Army users & 24 for all other military branches to get your
previous CAC certificates. See slide 26 for another idea.
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Steps to Recover CAC
Private Email Encryption Keys

The following slides provide steps to recover private
encryption keys, escrowed by DISA, from your
previously held CACs




The links listed below are ONLY available from the Government UnClassified
network, NOT from a personal computer at home

TLS1.0,1.1, & 1.2 must be checked on your Government computer in Internet Explorer, Tools, Internet
Options, Advanced (tab). Some Government computer users may have to use Firefox, as their commands have
blocked the ability to check TLS 1.0, 1.1, & 1.2

CA 32 and below https://ara-3.csd.disa.mil/ss (currently NOT Working)

CA 33 and up https://ara-5.csd.disa.mil or https://ara-6.csd.disa.mil
SIPR users: https://krp.csd.disa.mil/krp/ss/selfService.jsp

Note: The links shown above ARE case sensitive

If the keys fail in the links, follow instructions on slide 23 for Army users & 24 for all other military branches.
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Choose Your
Identity Certificate

Windows Security oot 3|

Select a Certificate

“d!| JOHN.DOE.A.1111111111
‘ Issuer: DOD CA-24
[ 3 J Valid From: 8/26/2009 to 12/31/2009

o) [conce |

When prompted to identify yourself, Highlight your Identification Certificate. Select it, then click OK.
Note: Do NOT choose the EMAIL or P1V certificates




Warning Banner
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Automated Key Recovery
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Please Wait.
x

The Automated Key Recovery Agent is gat US Department of Defenss Warning Statement: This is a Department of Defense
! computer system. This computer system, including all related equipment, networks and
Thiz proceéss can take network. devices (specifically indluding Internet access), are provided only For autharized
. " " U, 5. Gowernment use. DoD computer systems may be monitored For all lawful purposes,
FPlease do not hit the "Back" bu including ta ensure that their use is authorized, for management of the system, ta Facilitate ...
prokection against unauthorized access, and to verify security procedures, survivability
and operational security. Monitoring includes active attacks by authorized DoD entities to
Ifthe list does not appear within one minute, pleas| test or verify the security of this system, During monitoring, information may be
examined, recorded, copied and used for authorized purposes, allinformation, including
personal information, placed on or sent ower this system may be monitared. Use of this
DoD computer system, autharized ar unauthorized, constitutes cansent ta monitaring of
Loge this system. Unauthorized use may subject the user ko criminal prosecution. Evidence
I of unautharized use collected during monitaring may be used For administrative,
criminal or adverse action. Use of this system constitutes consent to monitaring For
these purposes.
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M EF"] ] inbo - Microsoft Qutlook | BF) The Automated Key Rec... |[&] Cannot find server ... | g\g RO % &M s47am
Read the warning statement, then click OK
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Please Wait.

The Automated Key Recovery Agent 15 gathering a list of Recoverable Keys for you,
This process can take up to one minute

Please do not hit the "Back” button on your browser toolbar.

If'the list does net appear within one minute, please click here

. You have to Wait on this
screen, DO NOT click the
Logout button

[El

The Automated Key Recovery Agent will compile a list of Recoverable Keys. If the recovery
fails or if the key is unable to be downloaded automatically, contact the Army Key Recovery Agent
by following guidance on slide 23 or slide 24 for all other military branches.
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Key Selection

2 Auto Key Recovery - Recoverable Key List - Microsoft Internet Explorer o =] 3}
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The followmg Encryption Keys can be recovered:

Globa

[ Net-Cent

Aul()mated Ke\ Rew» ery

[For Official Use Only|

Recowver | e

Common Mame: WNOBLE PHILIP. Recover |
Organization Affiliation: US4

Mot Before 2002-04-28 00:00:00 GMT

Mot After: 2005-04-28 00:00:00 GMT

Email philip. noble @us. army. mil

Tssuer DOD CLASS 3 EMATL CA-4

Serial # 0x05DCE3

Eewocation Stats: EEVOEED

Cotnmon Mame: NOELE PHILIP

Organization Affiliation L

Mot Before

Not After: :010:

Email ph]llp noble @us artny. mil

Tssuer DOD CLASS 3 EMATL CA-5

Serial # 0z0DD%8B

Commeon Name: WOBLE PHILIP. Recover |
Organization Affiliaton JUETS

Mot Before 2003-08-18 00:00:00 GMT

Not After: 2004-02-02 00:00:00 GMT

Email philip. notle@us. army. mil

T T A 2 TRAATT a5
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Look for the
dates that
correspond with
your previous
CAC(s). They
may not be listed
in order. Some
seem to think
they need to
recover their
current CAC,
you need
previous
certificates

Browse the list and locate the key you want / need to recover. Once located, click
the Recover button




Acknowledgement

Microsoft Internet Explorer x|

oy I acknowledge that I am the DoD subscriber for this escrowed key,
x‘f‘) I acknowledge the receipt of this recovered key,
Per DOD FORM 2842, I agree to use this key for authaorized purposes only,
ko prokect ik From use by okthers, and ko destray it when no longer needed.

Cancel

Select OK
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Processing Request
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Please Wait.

The Automated Key Recovery Agent is recovering the ley you selected.

This process can take up to two minutes
Please do not hit the ‘Back' button on your browser toclbar,

Ifthe resulis do net appear within two minutes, click here

Logout

The Automated Key Recovery Agent is
processing your request

DON'T click the Logout button, you Must Wait

|cat|ons Electronics Command, L )
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One-time Password

3 Auto Key Recovery - Recovered Key - Microsoft Internet Explorer =] 5
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[For Official Use Only]

The Automated Key Recovery Agent has recovered your key.

Lo refrieve vour kev,_select the following link
DOWNLOAD
NOBLE.PHILIP.. 0x01B42B5_ DOD E_CA-
12

Following is the one-time password you will need to restore your key.
Please write it down since it will not be available again

9Gh2rk3Pazfird#’

Back to List
Lagout o

To restore your key to your Internet Explorer browser, perform the following steps:

1) The Recovered Key will be automatically presented to your browser. You can choose to either save the key to
your file system, or open it. If you choose to save it, you can later import the key to your browser using the toolbar
‘Tools->Internet Options', select the 'Content' tab and 'Certificates’ button, and press Tmport’. Then follow the
instructions below

23 In Wizard, select Next, if opening from file Browse to the filename and Select Mext
3) Enter the password as displayed when your recovered key was returned to you and then Nezt.
4) Leave the 'Automatically Select the Certificate Store' selected, unless you have other needs

5) Press 'Fimish', and your key will appear in your browser keystore o
] hetpsiffara-1,c3pki.chamb, disa. miljarafkey [NOBLE . PHILIP. EUGENE 1 184204718__0xD184285_DOD_E_CA-12.p12 [T [ B @ trusted sites /

Click the DOWNLOAD... (link), you’ll use the one-time password to access / install your recovered
certificate

)




Installing the Certificate

File Download x|

Do you want to open or zave this file?

Mame: ara_recovered key.plZ

Type: Personal Information Exchange, 2,34 KB
From: ara-1.c3pki.chamb,disa.mil

v always ask before opening this twpe of file

harm wour computer. 1f vou do nat trust the source, do not open or

@ YWhile filez from the Intermet can be uzeful, zome files can potentially
zave thiz file. WWhat's the nsk?

Select Open

People following slide 26, select Save, then after you get home continue
with this guide by clicking Open
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Installing the Certificate
(Cont’d)

x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revacation lisks Fram wour disk ko a
certificate skore,

4 certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prateck data or ko eskablish secure netwark
conneckions, & certificate stare is the syskem area where
certificates are kept,

To continue, click Mext,

= Back

Click Next
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Installing the Certificate
(Cont’d)

File to Imporkt
Specify the file wou wank to impork,

Browse, .. I

Eile name:

E Ca-12[1

[ ] ]

0x0 164265

Moke: More than one certificate can be skored in a single File in the Following Formaks

Personal Information Exchange- PECS #12 (.PFx, .F12)
Cryptographic Message Swntax Standard- PECS #7 Zertificates [ FFB)

Microsoft Serialized Certificake Skore (.S5T)

Click Next




Installing the Certificate
(Cont’d)

Certificate Import Wizard KI

Password

To maintain security, the private kew was prokected with a password.,

Twpe the password For the private kew.

Passzwaord:

| [Enable strong private keyw protection. You will be prompked every time the
orivate key is used bw an application if wou enable this opkion.

I Fark this key as exporkable, This will allove wou o back up ar Eranspork wour
ws ak a laker time.

Enter the Password shown on the download link web page, leave the blocks unchecked, click
Next

If the first box is checked, you’ll need to make a registry change which is
discouraged
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Installing the Certificate
(Cont’d)

Certificate Import Wizard x|

Certificate Store

Certificate stores are swstem areas where certificates are kept.

Windows can automatically select a cerkificate store, or you can specify a location For

IF Iﬁ.gtn:nmatin:ally seleck the certificate store based an the twpe of certificate

™ Place all certificates in the Following skare

Cetkificate store:

I Browse, .. |

< Back Cancel |

Leave “Automatically select the certificate store based on the type of
certificate” selected, click Next

cations-Electronics Command -~~~/




Certificate Import Wizard

Installing the Certificate

(Cont’d)

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Impart
wizard,

You have specified the Following settings:

Certificate Store Selected  Aukomatically determined by b

Zankent PFx

File Marme Cu\Documents and Settingsip
KN I i3

< Back l Cancel |

e 9 V.V

Click Finish

U' -S~ Army I\/Iaterlel Command ,I‘ﬁC‘};Commum;:aﬂonsfle;fromcs Comman
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Cryptods Pl Privvate F.eyp

Security level zet to Medium Set Security Lewvel...

(] Cancel Details. ..

.................................




(38 Installing the Certificate (Cont’d)

Cettificate Import Wiza X|

1 } The impark was successful,

Click OK
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Verifying the Download

Internet Options el
Generall Securit_l,ll Privacy Eu:unneu:tion&l F'ru:ugramsl ﬁ.dvancedl

— Content Advizar

Ratings help pou control the [ntermet content that can be
m viewed on this computer.

|

Settings..

— Certificates

% Uze certificates to positively identify yourself, certification
@l authorities, and publizhers.

Clear S50 State LCertificates. . | Publizhers. ..
—_ |

— Perzonal information

n  AutoComplete stores previous entries AutoComplats..
and zuggestz matches for pou, =

Microsoft Profile Asziztant stores your by Profile...
perzonal informatiorn. =

F

0k | Cancel | Apply |

Verify the successful download of your recovered certificate by: Launching Internet Explorer,
selecting Tools from the menu, Internet Options, Content (tab), Certificates... (button)
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Intended purpose: |<:F'.II:> j

‘ Cther People I Intermediate Certification Autharities I Trusted Rook Certificatior 4 | 4 |
Issued To | Issued By | Expiratia. .. | Friendly Mame |
Ednoble Phiip.E.0120.., DOD CLASS 3 CA-7 9jz5/z006  Moble,Philip.E.0L...

NDbIE.PhiIip.E.DlZD. .. DODCLASS 3EMAIL ... 9)25/2006  Moble.Philip.E.O1...
NDbIE.PhiIip.E.DlZD. . DODCLASS 3EMAILL ... 9J25/2006  Moble.Philip.E.01..,
EINCBLE PHILIP ELG. .. DOD CLASS 3 EMAILL .., 1/26/2007  Signakure Certifi, ..
ENGELE PHILIP EUG.,, DOD CLASS 3 CAS 1,I'2Eull'2I:II:IF" ID Certificate

NOBLE.PHILIP,ELIS... DOD CLASS 3EMAIL... &2 4 CM=WOELE.PHIL. ..
EANCELE. PHILIP EUG... DOD CLASS 3EMAIL...  1/26/2007  CH=MOBLE.PHIL..,

Impart. .. Expart. .. Remove Advanced

Certificate intended purposes

<All=

Select the Personal (tab) to see a list of your currently registered
certificates, including the recovered key certificate(s).

ﬁ-Ele;:tronics Command "~~~ 7~




General | petails | certfication Path |

Certificate Information

This certificate has expired or is not yet valid.

Issued bo: MNOEBLE.PHILIP,

Issued by: DOD CLASS 3 EMAIL CA-S

valid from 5/17/2003 bo 2/1/2004

Issuer Statement |

Double-click the certificate to view the specifics of your recovered
key (or other current keys).




Success

Close the open window, you may now use the
recovered key to access your encrypted email.

Last Step: If you saved the recovered certificate to your computer instead of directly
installing it, you need to delete the .P12 file. This is a security vulnerability and could
be detected in a scan. Disregard if you did not save the certificate to your computer

If the recovery failed, Army users, contact the Key Recovery Agent by sending a
digitally signed email from your DoD Enterprise Email account to:
usarmy.pentagon.hqda-cio-g-6.mbx.army-registration-authority@mail.mil
requesting recovery of your private email encryption key

Send your digitally signed email requesting recovery of old PKI encryption certificates and provide the
following (you’ll get this information from the page shown on slide 8):

Your name and 10 digit DoDID [on back of your CAC] (ex. Doe.John.J.1234567890)

The CA certificate (ex. CA-32)

The serial number (ex. 0x12fA3)

Provide exact reason why you are recovering your certificate(s)

The certificates you need recovered

Ok wdE



mailto:usarmy.pentagon.hqda-cio-g-6.mbx.army-registration-authority@mail.mil?subject=Recovery_of_my_private_Email_encryption_please

Other Services

Navy Key Recovery Agent
https://infosec.navy.mil/PKI/
Email: NCMS _NAFW_NAVY_ RA@navy.mil
Phone: 800-304-4636
DSN 312-588-4286

USMC RA Operations Helpdesk
Email: raoperations@mcnosc.usmc.mil
Phone: 703-432-0394

Air Force PKI Help Desk
Phone: 210-925-2521
Email: afpki.ra@lackland.af.mil
https://afpki.lackland.af.mil/html/Iracontacts.asp (this site is accessible from .mil networks only)
Additional Air Force PKI support is available from the Air Force PKI help desk:
https://afpki.lackland.af.mil/html/help_desk.asp

DISA PKI Help Desk Oklahoma City, OK Support:
E-Mail: disa.tinker.eis.mbx.okc-service-desk@mail.mil

Phone: 844-347-2457, Options: 1, 5, 4



https://infosec.navy.mil/PKI/
mailto:itac@infosec.navy.mil
mailto:raoperations@mcnosc.usmc.mil
mailto:afpki.ra@lackland.af.mil
https://afpki.lackland.af.mil/html/lracontacts.asp
https://afpki.lackland.af.mil/html/help_desk.asp
mailto:Okc-dodost@csd.disa.mil

Recovery Notification
Email Example

A user has attempted to recover a key using the Automated Key Recovery Agent.
The ID Certlflcate used for Authentication was:
CN=NOBLE.PHILIP. - 1,0U=USA,0U=PKI,0U=DOD,0=U.S
. GOVERNMENT,C=US, Serial: 0x0B5643, Issuer: DOD CLASS 3 CA-5. The
key that was recovered was:

CN=NOBLE.PHILIP. ,OU=USA,OU=PKI,0U=DOD,0=U.S
. GOVERNMENT,C=US, Serial: 0x0C8747, Issuer: DOD CLASS 3 EMAIL CA-3.

If you did not perform this operation, please contact your local key recovery agent
and ask that they check the logs for the key recovery at Fri Jul 01 16:48:12 GMT
2005 with session ID 1.c3pki.chamb.disa.mil-
23f%3A42c57335%3A68e46€9395fh9727.

You will receive an email from
PKI_ChambersburgProcessingElement@csd.disa.mil with a subject
“ALERT! Key Recovery Attempt Using Automated Key Recovery

Agent” similar to the above Recovery Notification example notifying
you of your recovery action.
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= Home users needing their
WG certificates to open old emails in

webmail

*
Reminder [mentioned on slide 2] in April 2014, DISA removed the
Certificate recovery website white listing, changing the site to ONLY be
available from the UnClassified Government network. This put home
users in a real bind as you may need to access old emails that were
encrypted with / to your former CAC(s).

An idea for you is to follow slides 4-12, saving the file(s) to the computer
you are on, and not run it. When you get to slide 11, type the password
Into a .txt file or into an email to yourself using DoD Enterprise Email.
Attach the .p12 file to the email and save it to your drafts. Do not email
it. You are merely “holding” it there until you get home. Once you are
home, continue with slides 12-17 use the password you included in your
email. It will install into your certificate store, and you should be able to
open up your former encrypted emails.




